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1
Decision/action requested

This pCR proposes the discussion on GSMA LS on the attack preventing NAS procedures to succeed.
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Discussion
GSMA sent an LS (S3-211384/FASG Doc 92_003) to SA3 and CT1 disclosing an attack (GSMA reference CVD-2021-0043) which allegedly impact the NAS protocol in the EPS and potentially in the 5GS: 

The paper is published as in [1]. As mentioned in GSMA LS: 


“The researchers claim that – in addition to Denial-of-Service (DoS) – the attack can cause essential security 
procedures to fail. As an example, the GUTI reallocation procedure may be prevented. The researchers claim this 
will lead to a prolonged usage of the same GUTI, allowing for prolonged tracking of a subscriber via the GUTI. 
They have observed this behavior in an opensource MME implementation. They also mention that preventing the 
NAS security mode procedure could prevent security key refresh.”
This is corresponding to the “P3-Selective security procedure denial” in the paper. In P3, the attacker sets up a man-in-the-middle (MITM) relay between the UE and MME and drops packets related to important security procedures, such as GUTI reallocation or security mode command. 
A GUTI re-assignment implies that the S-TMSI to be used for paging changes and hence the identity that will be used in the subsequent paging message would be different from what was used in the current paging message for the UE. The current specification TS 33.501 already defined the requirements to mandate the network to assign a new GUTI: 
“Clause 6.12.3 

Upon receiving Service Request message sent by the UE in response to a Paging message, the AMF shall send a new 5G-GUTI to the UE. This new 5G-GUTI shall be sent before the current NAS signalling connection is released or the N1 NAS signalling connection is suspended.”
However, there is no recovery procedure defined either on the UE or on the network side, if the GUTI assignment does not happen/keeps failing. 
The GUTI update is through registration procedure or the UE Configuratin Update procedure. According to TS 24.501, the network shall abort the procedure on the fifth failure of the procedure. If the 5G-GUTI is included in the CONFIGURATION UPDATE COMMAND, the old 5G-GUTI shall be considered as valid. 

------------------------------------------------------------------------

a)
Expiry of timer T3555.


The network shall, on the first expiry of the timer T3555, retransmit the CONFIGURATION UPDATE COMMAND message and shall reset and start timer T3555. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3555, the procedure shall be aborted. In addition, if the CONFIGURATION UPDATE COMMAND message includes the 5G-GUTI IE, the network shall behave as described in case b)-1) below.

b)
Lower layer failure.


If a lower layer failure is detected before the CONFIGURATION UPDATE COMPLETE message is received and:

1)
if the CONFIGURATION UPDATE COMMAND message includes the 5G-GUTI IE, the old and the new 5G-GUTI shall be considered as valid until the old 5G-GUTI can be considered as invalid by the AMF. If a new TAI list was provided in the CONFIGURATION UPDATE COMMAND message, the old and new TAI list shall also be considered as valid until the old TAI list can be considered as invalid by the AMF
------------------------------------------------------------------------
This attack could be addressed by the simple enhancement in the network side, which is, whenever this abnormal case occur, network shall release the NAS connection, then UE will initiate the registration procedure. 
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Detailed proposals
Proposal #1 –The attack should be mitigated if the mechanism is simple to implement. 
Proposal #2 – It is suggested to adopt the requirment in the companion CR S3-212791: 

When a new GUTI is relocated, if the GUTI Re-allocation is not resulting in a response from the UE (Registration Complete, UE Configuration Update Complete), then AMF shall release the NAS connection, and UE shall initiate the registration procedure.

Proposal #3 – It is suggested to adopt the reply LS to GSMA in the companion pCR S3-212792: 

